 CIPA Recommended 

Compliance Procedures

The CIPA Task Force, made up of library directors, public service staff and a Library Board member, was created to help determine policy and procedures to ensure CIPA compliance. This document is intended to provide guidance on processes and procedures for Library Directors and staff regarding CIPA compliance.  
Policy and Procedures Incorporation

1. New language for complying with CIPA should be incorporated into your Computer and Internet Use Policy.   These procedures should also be reviewed. If necessary, review both with your Library Board.  Deadline: June 30, 2004.

2. The Library Director should determine which staff members should be authorized to disable the filter or technology protection measure in the Library.  If necessary, get approval from your Library Board.  Deadline: June 30, 2004.
Policy Dissemination
3. It is recommended that each library add their Internet Use policy to the CybraryN acceptable use screen.  

4. Each library can have a customized block page in the filtering software, where it is recommended to list the CIPA compliance rules as well as the library policy or a link to it.  

5. Libraries may refer to the eiNetwork policy in their own Computer and Internet Use Policy and should at a minimum link to it from their website and/or filtering block page.

6. Libraries may want to create signs to alert patrons that all computers in the library will be filtered.  Examples of signs have been provided.  

Public Service Procedures 

7. Under CIPA, Congress mandated that the filtering software must protect against access through library computers of certain material that is obscene, child pornography, or harmful to minors.  

The law states:  “Any adult  (17 years of age or older) may request that the filter or technology protection measure be disabled without significant delay by an authorized library staff member.”

8. When an adult requests that the filter be disabled, it should be disabled without significant delay.

9. The library staff member should not question the adult user on their activities or reason for searching the Internet.    

10. An adult may access any site that is not prohibited by Federal, state or local laws. Generally speaking, prohibited sites are those that are obscene or contain child pornography or those that may be used for fraudulent or unlawful purposes.

11. When the patron asks for the filter to be disabled, it may be a good time for staff to remind the user to review the library’s Internet and computer policies.  This action may deter a patron from accessing inappropriate sites in violation of the library's policy and federal or state laws.

12. The staff member should, by estimating the age of the user, determine whether the user is an adult (17 or older) and disable the filter as quickly as possible.  Depending on library policy, the staff member may request an ID to verify the age of the patron.

13. Staff may set a specific time, in increments of 5, 10, 20, 30, 40, 50 minutes or 1, 2, 4, 8 hours for the filter to be re-enabled.  It is suggested that you set re-enabling as closely as possible to the CybraryN session time left, or discuss with the patron the general length of time they might need so that the filter is not disabled for too long.  Staff may also manually turn the filter back on. 

The law states:  “An authorized library staff member may override the filter or technology protection measure for a minor (age 16 years or younger) in the event that the filter wrongly blocks or filters Internet access to a site with legitimate informational value.”

14. When a child requests that a site be unblocked, the staff member will need the web site address to review.

15. The staff member should understand the nature of the site to be unblocked and verify that it is an appropriate site, not in violation of the library's policy or federal or state law.   The authorized staff member can then unblock the requested site for that particular PC or for all PCs in the entire library.

16. Sites that are inappropriate for minors include those that are obscene, contain child pornography, or are harmful to minors.

17. The staff member should estimate the age of the use and determine that the user is a minor (16 or younger).   Depending on library policy, the staff member may check the user’s library card information to verify the age of the user.    

18. If an adult is with a child and requests that the filter be disabled, it should be up to the discretion of the library staff whether to disable the filter or unblock each site. (Because an adult is requesting the disabling, it falls within the tenets of the law.) Staff should use their best judgment in each case. A library can request that an adult stay with a child if the filter is disabled. This is not necessary if sites are unblocked as long as the sites are appropriate for a minor. 

The law states:  “All computers in the library are filtered.”

19. Staff members who are authorized may disable the filters on their staff machines on a daily basis.   Staff may disable the filter on each staff PC and set a specific time, in increments of 5, 10, 20, 30, 40, 50 minutes or 1, 2, 4, 8 hours for the filter to be re-enabled.

20. Staff members who are not authorized to do so may request an authorized staff member to disable their machines.  Remember that some staff members may be minors (under 17).  

Complaints

21. Patrons may register a written complaint concerning the filtering software. The library should establish a complaint procedure for handling such issues.

22. Each library should have a complaint form with the following information: Name, date, web site in question, nature of complaint, and possibly a way to follow up with the patron.  Be sure to have your library name somewhere on the form. [Example attached]

23. Patrons may complain:

· If the filter blocked a site that it should not have.

· If the filter failed to block an inappropriate site.

· The staff member did not disable the filter or unblock the site quickly enough.

· The library is not complying with CIPA

· The library is over complying with CIPA

Definitions

Disabled:    A filter, or technology protection measure, is turned off allowing the user unfiltered access to the internet.

Unblocked:     The filter may stop a site from being displayed to the user. “Unblocking” the site allows only that site pass through the filter to the user.
